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Completed evidence checklists must be submitted with candidate work for each unit. No substitute is permitted.

Centre assessors must assess the candidate’s work prior to submission.

Only units that have been achieved should be submitted for moderation.

Please note that where candidates are required to demonstrate amendments/replacements/moves/deletions, before and after evidence will need to be submitted.

All pages must be numbered and the page number referenced on this form.  The examples given are indicative of the learning context at each level and are not intended to form a prescriptive list for the purpose of assessment. However, Evidence requirements (in bold italics), must be followed.





	Criteria
	Evidence Requirements 
	Details/Page Number/Location of Evidence

	A1	Use appropriate methods to minimise security risks to IT systems and data.
A1.1	Identify security issues that may threaten system performance
A1.2	Take appropriate security precautions to protect IT systems and data
A1.3	Identify threats to information security associated with the widespread use of technology
A1.4	Take appropriate precautions to Keep information secure
A1.5	Follow relevant guidelines and procedures for the secure use of IT
	A1.1, 1.2, 1.3, 1.4 & 1.5 Identify at least three different threats covering both system performance and information security. Take steps to avoid these threats, referring to relevant guidelines and procedures.
Examples:  Threats to system performance: Unwanted e-mail (often referred to as “spam”), malicious programs (including viruses, worms, trojans, spyware, adware and rogue diallers) and hackers; hoaxes, denial of service
Security precautions: Use passwords, physical access controls i.e. keypads or locks, run anti-virus software, check firewall settings, back up data and software and store appropriately, identify and report possible security threats.  
Threats to information security: Theft of data, hacking, accidental deletion or change to data, Trojans, spyware, adware, phishing, identify theft, avatars, mobile technology i.e. wireless and Bluetooth, default passwords, portable devices e.g. USB drives.  
Access to information sources: Selection of username, password or PIN, reasons for changing passwords or PINs; online identity profile, access levels to information, confidentiality.  
Security guidelines and procedures: Complying with information security policies, procedures and guidelines set by the centre or organisation, careful disposal of information items.
	     

	A1.6	Describe why it is important to backup data securely
A1.7	Ensure personal data is backed up to appropriate media
	A1.6 & 1.7 Show evidence of backing up personal data and explain why it is important to back up data securely.
Examples:  Data security: Loss or theft of valuable and possibly irreplaceable data, cost of replacing lost data.  Ranges of appropriate media, back up procedures.
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