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INSTRUCTIONS 
•   Write your name, in the boxes above. Please write clearly and in capital letters.
•   Use black ink. HB pencil may be used for graphs and diagrams only.
•   Answer all the questions, unless your teacher tells you otherwise.
•   Read each question carefully. Make sure you know what you have to do before starting your answer.
•   Where space is provided below the question, please write your answer there.
•   You may use additional paper, or a specific Answer sheet if one is provided, but you must clearly show the question number(s). 
INFORMATION 
•   The number of marks is given in brackets [ ] at the end of each question or part question.
•   The total number of marks for this paper is 36. 

	 
	
	 
	
	

	1.
	A sports centre is setting up a project to collect data about people’s swimming activities.

If people want to allow this data about their activities to be collected, they must register before taking part. The registration details will include their name, address and contact details including telephone numbers and email addresses.

When they have completed the registration a user name and password will be allocated. This user name and password must be entered before the data is input.

Each person would have to input the number of lengths they swam, the total time they took to swim the lengths and their age.

At the end of every month each person will get an individual report. The report will show:
 
	 
	· their personal details
· the number of lengths they swam
· the amount of time they swam for
· the average time taken to swim a length.




A software development company will work on the project and carry out all phases of the project life cycle. It will liaise with staff of the sports centre during the project life cycle. The sports centre has asked that the project be completed within two months.

The software development company has been asked to plan the project using planning tools.

Evaluate the use of planning tools to plan this project.
 
	[10]



 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 







	
 
	
	 
	
	

	2.
	 
	 
	
	Progress Westwood Data (PWD) is a data collection and storage company. It provides support for the education sector in the UK.

Many schools use PWD to gather useful market research information for them to use.

PWD uses online surveys to obtain feedback from staff and pupils about:
 
	•
	the quality of canteen food;

	•
	school transport.




PWD also collects small data sets from individual schools covering exam performance, attendance, pupil numbers on roll, etc. It combines these small data sets into bigger data sets that can be shared with the Government Department for Education.
	







The Government Department for Education uses the data sets created by PWD to produce national statistics on school performance outcomes and pupil numbers per region per year group.

Discuss the benefits and drawbacks of using data sets to generate these national statistics.
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	3.
	A sports centre is setting up a project to collect data about people’s swimming activities.

If people want to allow this data about their activities to be collected, they must register before taking part. The registration details will include their name, address and contact details including telephone numbers and email addresses.

When they have completed the registration a user name and password will be allocated. This user name and password must be entered before the data is input.

Each person would have to input the number of lengths they swam, the total time they took to swim the lengths and their age.

At the end of every month each person will get an individual report. The report will show:
 
	 
	· their personal details
· the number of lengths they swam
· the amount of time they swam for
· the average time taken to swim a length.



A software development company will work on the project and carry out all phases of the project life cycle. It will liaise with staff of the sports centre during the project life cycle. The sports centre has asked that the project be completed within two months.

The swimmers’ details and data will be stored in the cloud.

Discuss the impacts on the sports centre if the cloud storage area is the target of a cyber-security attack.
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	4.
	Read the text below to answer the question.
 
	 
	
	A bank operates through high street branches and online services. Most of its customers are small businesses who visit the branches and use the online services.

The bank must protect the security of customer data at all times. This involves securely destroying customer data that is no longer required.

The bank helps customers to keep their business data safe by sharing advice through its website and by providing leaflets in its branches. It also uses YouTube as a distribution channel for sharing cyber security advice with customers. These YouTube resources are accessible via links on the bank’s website.

The bank creates a monthly report on the cyber security attacks that have been identified and prevented. This report includes data on the type of cyber security attack, its seriousness, the date and time of each attack as well as the total number of attacks for that month.
	







There has been a recent cyber security attack on the bank.

Discuss the possible financial consequences of this attack on the business customers.
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END OF QUESTION PAPER




Mark scheme
The examiner comments shown in the “Guidance” column of the mark scheme are taken from the relevant Examiners’ Report. N.B. Examiners’ comments are not available for all questions. 

	Question
	Answer/Indicative content
	Marks
	Guidance

	1
	
	
	Answers may include:
Advantages
· Provides a structured plan
· All aspects of project can be considered – time, budget, tasks, people
· Visual representation can show links between tasks, dependencies, and concurrent tasks
· Tasks can be mapped against the project time scale to be referred back to during the project
· Any other valid answer
Disadvantages
· Can be difficult for non-specialists to understand
· Not all variants may be known/may change as project progresses
· Can be too rigid and initial planning may be unrealistic
· Any other valid answer
Examples
· Sports centre staff may not be specialist and so may find it difficult to interpret plans
· User requirements may change so lead/lag time needs to be included
· Any other valid answer
	10
	Levels of response marking approach.


7–10 marks
Learner has shown a detailed level of understanding by evaluating the use of formal planning tools. Advantages and disadvantages will be considered with more than one of each being considered in detail.
Relevant and appropriate examples are provided.
Specialist terms will be used correctly and appropriately.


4–6 marks
Learner has shown a good level of understanding by explaining the use of formal planning tools Explanations may focus on the advantage(s) or disadvantage(s) with limited depth in the expansion(s).
Some relevant examples are provided although these may not always be appropriate.
Specialist terms will be used appropriately and for the most part correctly.


1–3 marks
Learner has identified points relevant to the use of formal planning tools This may take the form of a bulleted list.
Examples, if used, may lack relevance.
There will be little, if any, use of specialist terms.


0 marks
Nothing worthy of credit.

	
	
	
	Total
	10
	

	2
	
	
	Indicative Content:

Benefits of using data sets:
· More reliable information on trends and patterns across a wider geographical sample.
· Having national data sets allows meaningful comparisons of regional performance.
· Having national sets means comparisons can be made between the national picture and individual geographical locations.
· Provides a rationale for action.
· Any other valid suggestion.
Drawbacks of using data sets:
· As the data set becomes bigger it becomes more processing hungry which makes it difficult to analyse the data.
· Data mining has to take place to ensure relevant, accurate and current data is used.
· Duplication can occur across data sets and requires additional processes such as data cleaning.
· Any other valid suggestion.
	10
	Band 3: [7–10 marks]
Learner explains the benefits AND drawbacks of using data sets to generate these national statistics.
Relevant and appropriate contexts are provided to support narrative.
Specialist terms will be used correctly and appropriately.

Band 2: [4–6 marks]
Learner describes the benefits AND/OR drawbacks of using data sets to generate the national statistics.
Some relevant contexts are provided although opportunities will be missed to link these into the narrative.
Specialist terms will be used appropriately and for the most part correctly.

Band 1: [1–3 marks]
Learner has identified points relevant to the use of data sets.
This may take the form of a bulleted list.
There will be little, if any, use of specialist terms.

0 marks
Nothing worthy of credit.

A ‘data set’ should be defined as an organised collection of data with a common characteristic. This is not to be confused with ‘data’ on its own. Where answer only refers to ‘data’ and not ‘data set’ award 0 marks.

Examiner’s Comments
This question exposed a technical misunderstanding on the part of the candidates. Few candidates gave any real indication that they understood the term “data set”, with most discussing data in general terms.

Where candidates understood the term correctly, the answers given were very strong and well balanced.

	
	
	
	Total
	10
	

	3
	
	
	Answers may include:
· Loss of reputation as people may not feel able to trust the sports centre with details
· Loss of revenue as the number of people going to the sports centre may decrease
· Financial cost as compensation may have to be paid to the people whose details have been targeted
· Data/information held on the cloud may have to be collected again leading to an increase in staff costs to carry out this task
· Distribution channels are compromised, which can result in the false distribution of data or the distribution channels are redundant/destroyed
· Any other valid answer
	8
	Levels of response marking approach.


6–8 marks
Learner has shown a detailed level of understanding by discussing the impacts on the sports centre. More than one impact is discussed with the consequence(s) clearly detailed.
Relevant and appropriate examples are provided.
Specialist terms will be used correctly and appropriately.


3–5 marks
Learner has shown a good level of understanding by explaining the impacts on the sports centre Explanations may focus on the impact(s) or consequence(s) with limited depth in the expansion(s).
Some relevant examples are provided although these may not always be appropriate.
Specialist terms will be used appropriately and for the most part correctly.


1–2 marks
Learner has identified points relevant to the impacts on the sports centre. This may take the form of a bulleted list.
Examples, if used, may lack relevance.
There will be little, if any, use of specialist terms.


0 marks
Nothing worthy of credit.

	
	
	
	Total
	8
	

	4
	
	
	Indicative Content

Financial loss:
· The cyber-security attack could let hackers steal busi-ness customers’ data leading to fraud and loss of money from their bank account by unauthorised trans-fers.


Financial disruption:
· During the cyber-security attack the business custom-ers might not be able to access their bank account online, so they are unable to make transfers and pay bills.
· Business customers might be unable to pay in cash or withdraw cash from the high street branches during the cyber-security attack as the banks systems may not function properly.


Safety of finance:
· The cyber-security attack could mean that the business customers had to stop trading as it will not be able to accept or make payments to or from its bank account until the attack had been stopped and the bank sys-tems made secure, so the business customers’ fi-nances are made safe.
	8
	Only consider financial impacts on the customer

Do not accept arguments to do with:
· customers needing to use a different bank
· payments being made from customer to hacker (such as ransomware demands)


Band 3: [6-8 marks]
Learner explains the possible financial consequences of an attack on the business customers. At least two conse-quences are considered with clear and well-structured exem-plification directly relevant to the context. Any relevant expla-nation is sufficient for bottom of mark band. Specialist terms will be used correctly and appropriately.

Band 2: [3-5 marks]
Learner describes the possible financial consequences of an attack on the business customers. Consequences may be provided but opportunities within the exemplification of these consequences linked to the given context will be missed. Any relevant description is sufficient for bottom of mark band. Specialist terms will be used appropriately and for the most part correctly.

Band 1: [1-2 marks]
Learner has identified points relevant to a cyber security OR financial consequences. This may take the form of a bulleted list.
There will be little, if any, use of specialist terms.

0 marks
Nothing worthy of credit.

Examiner’s Comments

Many candidates missed the point of this question and focused on the impact on the bank itself, rather than business customers of the bank.

Others also missed that the focus was on financial impacts and focused on data impacts instead.

Candidates who stated that the bank would have to pay compensation to the customers were not given credit, as this was not a financial impact on business customers.

Given these exclusions, there were some very good responses. Candidates focused on a range of issues, including the theft of data or the inaccessibility of the bank during the cyber security attack. Candidates were then able to develop these points into good explanations of the impact of these on customers.

Exemplar 2

[image: ]

This is a very good example of a candidate who has responded to the question well.

The start of the middle section is vague, as it talks about business customers’ private information, but overall it is clear that the response is about business customers and their information.

The expansion of the response is a clearly argued, discussing the impact of the loss of access to the bank and how this would affect the business itself. The response is generally well explained and precise.

	
	
	
	Total
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