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INSTRUCTIONS 
•   Write your name, in the boxes above. Please write clearly and in capital letters.
•   Use black ink. HB pencil may be used for graphs and diagrams only.
•   Answer all the questions, unless your teacher tells you otherwise.
•   Read each question carefully. Make sure you know what you have to do before starting your answer.
•   Where space is provided below the question, please write your answer there.
•   You may use additional paper, or a specific Answer sheet if one is provided, but you must clearly show the question number(s). 
INFORMATION 
•   The number of marks is given in brackets [ ] at the end of each question or part question.
•   The total number of marks for this paper is 34. 


 
	 
	
	 
	
	

	1.
	What is meant by the term ‘secure backup of data’?
 
 
 
[2]
 







	
 
	
	 
	
	

	2.
	 
	 
	
	Progress Westwood Data (PWD) handles a lot of sensitive personal and business data for its customers. It wants to check that it is following current IT legislation and that its cyber security prevention measures are up-to-date.

The IT Manager is responsible for cyber security and he is leading a project to review these areas.
	







The IT Manager will use a Gantt chart for planning this project rather than a task list.

At the end of the project, the IT Manager produces a word-processed report on how well PWD is following current IT legislation.

The report contains tables showing the results of the research carried out by the project team.

Identify and explain one advantage and one disadvantage of using tables to present information in this report.
 
	Advantage:
	 

	 

	 

	 

	 

	 


 
	Disadvantage:
	 

	 

	 

	 

	 

	 

	[6]


 







	
 
	
	 
	
	

	3.
	The computer system in a business has been attacked and sales figures have been changed.

What type of cyber security attack is this?
[1]
 







	
 
	
	 
	
	

	4.
	 
	 
	
	A sports clothing brand, Westwood Sportswear (WS), has set up a project team to introduce new information technologies to its clothing range and shops by the end of the year.

The project team has presented the following ideas:
 
	•
	QR codes to be placed on all sewn-in clothing labels. The QR codes will give customers access to data about each item of clothing by reading the QR code on their smartphone. This will be data such as sizing information, colour range and materials used.

	•
	QR workstations to be set up in every shop. Staff will use these workstations to scan and read QR codes for customers without a smartphone.

	•
	WS mobile app to be developed to send electronic discount vouchers to customers when they visit a shop. Customers will need to enter personal details to access the mobile app.




It has been agreed that the project team will take these ideas forward and implement them.
	







Customers will need to enter personal details to access the mobile app.

Explain two ways current IT legislation prevents the moral and ethical misuse of this information.
 
	1
	 

	 

	 

	 

	2
	 

	 

	 

	 

	[4]


 







	
	
	 
	
	

	5(a).
	 
	 
	
	A large take-away pizza company, Progress Pizzas (PP), has over 100 branches across the UK.
Each branch prepares, bakes and delivers pizza orders to customers.

Customers can use the PP mobile app to view the menu, place their order and receive delivery time updates.

Delivery drivers use cars and motorbikes to deliver the pizzas to customers. PP collects data about each driver’s driving by using sensors on the vehicles. This data is shared with the motor insurance company and helps reduce insurance costs.

Data from each branch is collected monthly and sent to Head Office. This data must include the number of orders, average cost of orders, the average delivery time and other statistical information.
	







The Data Manager at Head Office is responsible for combining all of the data received from each branch. This data is then shared with senior managers as a presentation at their monthly meeting.

Identify one piece of hardware that could be used to share the presentation with the senior managers.
[1]
 






 
	
		 
	

	  (b).
	Identify one suitable type of software that could be used by the Data Manager to combine the monthly data for use in the presentation to the senior managers. Justify your response.
 
	Type of software
	 


 
	Justification
	 

	 

	 

	 

	 

	 

	 

	 

	[5]


 







		
	 
	
	

	6(a).
	 
	 
	
	A sports clothing brand, Westwood Sportswear (WS), has set up a project team to introduce new information technologies to its clothing range and shops by the end of the year.

The project team has presented the following ideas:
 
	•
	QR codes to be placed on all sewn-in clothing labels. The QR codes will give customers access to data about each item of clothing by reading the QR code on their smartphone. This will be data such as sizing information, colour range and materials used.

	•
	QR workstations to be set up in every shop. Staff will use these workstations to scan and read QR codes for customers without a smartphone.

	•
	WS mobile app to be developed to send electronic discount vouchers to customers when they visit a shop. Customers will need to enter personal details to access the mobile app.




It has been agreed that the project team will take these ideas forward and implement them.
	







QR codes will be placed on all sewn-in clothing labels.

Staff will use the QR workstations to scan and read QR codes.

Identify and describe one piece of legislation that relates to the software installed on the QR workstations.
 
 
 
 
 
[3]
 













 
	
	 
	
	

	  (b).
	Identify and describe one piece of legislation that relates to the data stored on the QR workstations.
 
 
 
 
 
[3]
 







	
 
	
	 
	
	

	7.
	 
	 
	
	A large take-away pizza company, Progress Pizzas (PP), has over 100 branches across the UK.
Each branch prepares, bakes and delivers pizza orders to customers.

Customers can use the PP mobile app to view the menu, place their order and receive delivery time updates.

Delivery drivers use cars and motorbikes to deliver the pizzas to customers. PP collects data about each driver’s driving by using sensors on the vehicles. This data is shared with the motor insurance company and helps reduce insurance costs.

Data from each branch is collected monthly and sent to Head Office. This data must include the number of orders, average cost of orders, the average delivery time and other statistical information.
	







Describe one way that sensors could be used to collect data on the quality of each driver’s driving.
 
 
 
[2]
 







	
 
	
	 
	
	

	8.
	 
	 
	
	Coventry Parking (CP) operates railway station car parks in the West Midlands. CP has set up a project team to provide customers with more payment options when using the car parks.

Currently, all customers buy a car parking ticket from a machine using cash. The new payment system will enable customers to enter and exit a car park using a contactless credit or debit card.
Customers will drive in, tap their card on the contactless reader on the entry column which will allow them to enter a car park without a ticket. On leaving the car park customers will tap their card again, the correct fee will be calculated and payment will be taken automatically.

The project team carries out market research with existing CP customers to establish whether they would use this new parking system.
	







The project team is planning the design of the new payment system using the planning tool shown in Fig. 2.
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Fig. 2




Identify the three components shown in Fig. 2.
 
	A:
	 

	B:
	 

	c:
	 

	[3]


 







	
 
	
	 
	
	

	9.
	 
	 
	
	A sports clothing brand, Westwood Sportswear (WS), has set up a project team to introduce new information technologies to its clothing range and shops by the end of the year.

The project team has presented the following ideas:
 
	•
	QR codes to be placed on all sewn-in clothing labels. The QR codes will give customers access to data about each item of clothing by reading the QR code on their smartphone. This will be data such as sizing information, colour range and materials used.

	•
	QR workstations to be set up in every shop. Staff will use these workstations to scan and read QR codes for customers without a smartphone.

	•
	WS mobile app to be developed to send electronic discount vouchers to customers when they visit a shop. Customers will need to enter personal details to access the mobile app.




It has been agreed that the project team will take these ideas forward and implement them.
	







Identify two outputs of the execution phase of this project.
 
	1
	 

	2
	 

	[2]


 







	
 
	
	 
	
	

	10.
	 
	 
	
	Progress Westwood Data (PWD) handles a lot of sensitive personal and business data for its customers. It wants to check that it is following current IT legislation and that its cyber security prevention measures are up-to-date.

The IT Manager is responsible for cyber security and he is leading a project to review these areas.
	







PWD wants all of its employees to act in an ethical and moral way when handling data. The IT Manager has been asked to design a poster showing employees how to handle data in an ethical and moral way.
 
	 (i)
	Suggest one instruction that could be placed on this poster.

	
	[1]

	(ii)
	Identify one demographic factor that should be considered when designing this poster.

	
	[1]
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Mark scheme
The examiner comments shown in the “Guidance” column of the mark scheme are taken from the relevant Examiners’ Report. N.B. Examiners’ comments are not available for all questions. 

	Question
	Answer/Indicative content
	Marks
	Guidance

	1
	
	
	Possible responses may include:
· This is a copy of the data/files (1) that is stored away from the original data/files (1).
· These are copies of files/programmes/systems that are kept in a locked room (1) in case the original data is lost (1).
· Any other valid suggestion.
	2
	Up to two marks for definition.

No mark awarded for mention of encryption

Basic structure of answer - to make a copy (1) in another location (1)

DO NOT accept “make a second version” as equivalent to copy.

Examiner’s Comments

The mark scheme for this question was quite generous and candidates could, in effect, describe backing up of data to a remote location and still achieve full marks. Despite this, most candidate achieved one mark, with most missing the opportunity to state that data was a copy of the data being backed up.

	
	
	
	Total
	2
	

	2
	
	
	Advantages:
· Tables will display the research clearly (1st) so it can be understood easily (1) and improving the quality of presentation (1).
· Tables will be good for presenting a summary (1st) of the research findings as the data can be sorted in order (1) by date (1).
· Tables organise information (1) using headings (1) so the information is easier to understand/process (1)
· Data is more effectively presented (1) therefore easier to access (1) and reaches a wider audience (1)
Disadvantages:
· Tables do not provide a visualisation of the research data (1st) so it can be difficult to see trends (1) and identify patterns (1).
· Tables that are too wide or long (1st) will not fit easily in a report (1). It can be difficult to make meaningful comparisons (1).
· Any other valid suggestion.
	6
	One mark for identifying a suitable advantage/disadvantage OF THE USE of tables. Up to two marks for explaining each advantage/disadvantage.

DO NOT ACCEPT

Makes data easier to visualise
Not a lot of information can be shown
Tables are complicated to create
If you don’t know how to read a table, it can be difficult

The question requires ONE advantage and ONE disadvantage.

Examiner’s Comments

Many candidates were fully able to identify the advantage of using tables to present data, but then did not achieve marks on the disadvantages section. In questions such as this, where candidates are told that a method is going to be used for a purpose, candidates should focus on the efficacy of the method for the purpose. Therefore, answers about how difficult it is to create a table were irrelevant, as they were not about presenting information.

	
	
	
	Total
	6
	

	3
	
	
	Possible responses may include:
· Data manipulation (1).
· Data modification (1).
· Data changes (1).
	1
	

Examiner’s Comments

Very few candidates were able to answer this question correctly. Most attempted to give a further type of “hat” hacker.

	
	
	
	Total
	1
	

	4
	
	
	Possible ways may include:
· The General Data Protection Regulation (GDPR) will mean that WS are unable to access this information by default (1) without the customer’s consent (1).
· The GDPR means that WS must tell customers how to withdraw consent to sharing data (1) so customer controls their data (1).
· WS can only store information if agreed by the customer (1) because of the GDPR (1).
· Prevents people from hacking/stealing data (1) by making the process illegal (1)
· Any other valid suggestion.
	4
	Up to two marks for each of two valid explanations.

Accept Data Protection Act (DPA) for General Data Protection Regulation (GDPR).

DO NOT accept GDPR implications that are not to do with moral or ethical issues. For example, data retention is not relevant.

DO NOT accept Freedom of Information Act as only applies to public authority

Examiner’s Comments

Candidates were not required to identify any legislation for this question (although many did) but did need to focus on ways that moral and ethical misuse of information could be avoided.

Because of this context, retention of data, for example, was not accepted.

Exemplar 4

[image: ]

This answer exemplifies both the level of this question and the issue with candidates’ answers.

Simply stating that data must be protected is an acceptable answer. However, the candidate has then stated that Health and Safety Law applies, which it does not.

	
	
	
	Total
	4
	

	5
	a
	
	Possible responses may include:
· Laptop/Netbook/Chromebook (1).
· Tablet (1)
· Desktop computer (1).
· Projector (1)
· Printer (1)
· Television (1)
· Monitor (1)
	1
	DNA Camera or other input device

Examiner’s Comments

Most candidates gave the correct answer.

	
	b
	
	Possible responses may include:
· Spreadsheet (1).
· Database (1).
· Word Processing software (1)
· Presentation software (ie where a chart may be created)
Spreadsheet Justification:
· Spreadsheets allow data to be sorted (1) and filtered (1) to create useful information (1). A spreadsheet could be created in each branch using a template (1) and sent as an email attachment (1), then in Head Office these could be imported (1) into a single workbook (1) which will save the Data Manager time (1).
· By using a spreadsheet it will be easy to create charts/graphs (1) and to carry out calculations (1) to compare (1) data from previous months (1).
· Functions such as Min and Max (1) can be used to compare branches (1) against calculated averages (1).
· Columns and rows (1) can be used to store information (1) one per store (1) so that totals can be calculated (1)
· Any other valid suggestion.
Database Justification:
· Database applications allow data to be organised in tables (1) which can be sorted (1) to make it easier to understand (1).
· Validation rules (1) and input masks (1) reduce data entry errors (1) so the Data Manager will create better quality data (1).
· Queries can be run (1) which will allow information to be created from the raw data (1) allowing the Data Manager to look for trends (1).
· Database applications allow staff to create summary reports (1) that make the data easier to understand (1) which would improve the quality of presentation (1).
· Outcome of analysis can be put straight into presentation(1) / if compatible (1)
· Any other valid suggestion.
	5
	DNA

DTP (or variation)
Graphics manipulation software

If no marks awarded her no marks for justification

Accept trade names

Up to four marks for a valid justification.

Justification must relate to the software resource chosen in part b(i).

Justification may be a series of points saying what can be done with the software (must be valid) or why it should be used.

Marks can be taken using a mix and match approach across the different bullet points.

Read whole response and mark to candidate’s best advantage.

If word processing or presentation apply principle from spreadsheet and database examples in indicative content.

Do not accept charts and graphs for database justification

Examiner’s Comments

The key phrase here is “combine the monthly data”. Candidates who focused on spreadsheets and databases gave good justifications for their choice, typically focusing on charts (for spreadsheets) or data sorting and queries (for databases).

Some candidates missed the key phrase and focused on the word presentation. As a result, these candidates discussed presentation software. As graphs can be created in presentation software, this was accepted for the first mark, but candidates rarely explained how graphs could be created.

Exemplar 5

[image: ]

This candidate has given a justification that focusses on the manipulation of data as part of the subsequent presentation of that data. Had this candidate simply stated that these results could be presented as a graph, full marks would have been credited.

	
	
	
	Total
	6
	

	6
	a
	
	Up to three possible marks:
· Copyright, Designs and Patents Act (1st) permission must be obtained for the software to be used (1) this could be purchasing license software l (1) which matches the number of QR workstations it is to be installed on (1).
· GDPR / DPA (1st) as the software needs to be fully secure for data (1) as it holds personal data (1)
	3
	1st mark for valid piece of legislation. Up to a further two marks for a valid description. (For GDPR/DPA, accept any aspects)

No mark awarded if no identification of legislation

Read whole answer to best advantage of candidate

	
	b
	
	Possible responses may include:

Computer Misuse Act (1st) all data must be kept secure (1) and if data is accessed unlawfully then the attacker can be prosecuted (1).

GDPR / DPA (1st) as personal may be stored by the programme (1) and so needs to be protected (1)
	3
	1st mark for valid piece of legislation. Up to a further two marks for a valid description. (For GDPR/DPA, accept any aspects)

No mark awarded if no identification of legislation

Read whole answer to best advantage of candidate

Examiner’s Comments

For these answers, candidates had to firstly identify the legislation. Answers that did not identify a relevant piece of legislation were not credited marks.

For part (a), many candidates were able to identify and describe copyright legislation, whilst for part (b), data protection legislation was identified.

Some candidates wrongly identified the Freedom of Information Act. This does not apply in this context as the organisation involved is not State run.

	
	
	
	Total
	6
	

	7
	
	
	Possible responses may include:
· Sensors could measure the driver’s speed / acceleration (1) on each delivery journey, as a measure of driving quality/to compare to legal speed limit (1).
· Sensors could track drivers routes / timings to analyse delivery times (1). This could aid planning of driver route allocations (1).
· Any other valid suggestion.
	2
	Up to two marks for a valid description.

This question is about data collection analysis and not about the collection of data itself.

Examiner’s Comments

Most candidates gave the correct answer.

	
	
	
	Total
	2
	

	8
	
	
	Three marks available, one per identification

A
· Start (accept starting point as equivalent (symbol/node) (1).


B
· Task/instruction (box/node) (1)
· Process (symbol) (1).


C
· Decision (box/node) (1)
· Question (box/node) (1)
· If statement (1)
	3
	In each case, mark first answer given for each of the three components

Do not accept
· Shape alone e.g. Box
· Stop (symbol/node) (for component A)


Examiner’s Comments

The use of flow charts for planning is a key part of the R013 Unit. Therefore, candidates should be practised at using these tools.

Unfortunately, relatively few candidates were able to identify all three components, with a significant minority stating that they were an oval, a rectangle and a diamond shape.

	
	
	
	Total
	3
	

	9
	
	
	Possible outputs may include:
· QR Codes on clothing (1).
· QR workstations (1).
· WS mobile app (1).
· Training of staff (1).
· User guide / documentation (1).
· Test results (1) (NB NOT a test plan).
· Deliverable product (1).
· Phase review (1).
· Any other valid suggestion.
	2
	For two marks.

The answer can either be generic or in context.

Examiner’s Comments

Most candidates gave the correct answer.

	
	
	
	Total
	2
	

	10
	
	i
	Possible responses may include:
· Do not break the law (1).
· Follow the GDPR / DPA (1).
· Never share data without permission (1).
· Any other valid suggestion within context.
	1
	This must be in the context of the scenario

	
	
	ii
	Possible responses may include:
· Gender (1).
· Age (1).
· Ethnicity (1).
· Location (1).
· Accessibility (1).
· Family size (1).
· Family type (1).
· Any other valid suggestion.
	1
	Answer must be a personal trait.

Examiner’s Comments

Most candidates gave the correct answer.

	
	
	
	Total
	2
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