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INSTRUCTIONS 
•   Write your name, in the boxes above. Please write clearly and in capital letters.
•   Use black ink. HB pencil may be used for graphs and diagrams only.
•   Answer all the questions, unless your teacher tells you otherwise.
•   Read each question carefully. Make sure you know what you have to do before starting your answer.
•   Where space is provided below the question, please write your answer there.
•   You may use additional paper, or a specific Answer sheet if one is provided, but you must clearly show the question number(s). 
INFORMATION 
•   The number of marks is given in brackets [ ] at the end of each question or part question.
•   The total number of marks for this paper is 36. 


 
	 
	
	 
	
	

	1(a).
	An athletics club, Progress Harriers, organises a monthly competition. The competition includes a variety of sporting events.

The results of the competition are posted on the club website and sent to all competitors as an email attachment.

Progress Harriers uses a database to store and process data such as event results, club event records and the contact details of each competitor. The database is stored on a laptop. The database is protected by a password.

At the start of each monthly competition, the laptop is used by club officials to record the names of the competitors in a database table.

During each competition, a desk is set up at the side of the events field where the competition is being held. The results of each sporting event are brought by club officials to the desk. This data on the position and time for each competitor is input into the database using the laptop.

Identify one physical prevention measure and two logical prevention measures that Progress Harriers can take to protect its data.
 
	Physical
	 



 
	Logical 1
	 



 
	Logical 2
	[3]


 






 
	
	 
	
	

	  (b).
	For one of the logical prevention measures you chose in part (a), describe how it would protect the data.
 
	Chosen logical prevention measure
	 



 
	Description
	 

	 
	 

	 
	 

	 
	[2]


 







	
 
	
	 
	
	

	2(a).
	An athletics club, Progress Harriers, organises a monthly competition. The competition includes a variety of sporting events.

The results of the competition are posted on the club website and sent to all competitors as an email attachment.

Progress Harriers uses a database to store and process data such as event results, club event records and the contact details of each competitor. The database is stored on a laptop. The database is protected by a password.

At the start of each monthly competition, the laptop is used by club officials to record the names of the competitors in a database table.

During each competition, a desk is set up at the side of the events field where the competition is being held. The results of each sporting event are brought by club officials to the desk. This data on the position and time for each competitor is input into the database using the laptop.

Progress Harriers is concerned about the use of social engineering by cyber-criminals.

What type of social engineering could take place during a competition?
[1]
 






 
	
	 
	
	

	  (b).
	Explain one way Progress Harriers could mitigate against the threats from social engineering. 
 
 
 
 
 
[3]
 







	
 
	
	 
	
	

	3(a).
	An online retailer sells pet accessories. The retailer has a loyalty scheme where customers can collect points based on the cost of each purchase they make. Every three months the points are converted to a money off voucher to be used for the next order.

When a customer places an order on the website the items are moved into a shopping cart. When the customer has finished selecting the items they wish to purchase, they are required to enter the delivery details e.g. date and location for delivery, their loyalty scheme reference number and their payment details.

The order is processed by the online retailer’s computer system and a confirmation email is sent to the customer. The system also updates the information in the customer database with the number of points the customer has earned from their purchase.

The customer database stores details about the customers, including their names and addresses.

Identify one legislative requirement which relates to the storage of customer data.
 
 
 
	[1]


 






 
	
	 
	
	

	  (b).
	Describe two security measures that would need to be put in place when securing customer data.
 
	1.
	 



 

 

 

 
	2.
	 



 

 

 

 
	[4]


 







	
 
	
	 
	
	

	4.
	A hacker has maliciously stolen data from you.

What type of ‘hat’ hacking is this?
[1]
 







	
 
	
	 
	
	

	5.
	The computer system in a business has been attacked and sales figures have been changed.

What type of cyber security attack is this?
[1]
 







		
	 
	
	

	6.
	Read the text below to answer the question.
 
	 
	
	A bank operates through high street branches and online services. Most of its customers are small businesses who visit the branches and use the online services.

The bank must protect the security of customer data at all times. This involves securely destroying customer data that is no longer required.

The bank helps customers to keep their business data safe by sharing advice through its website and by providing leaflets in its branches. It also uses YouTube as a distribution channel for sharing cyber security advice with customers. These YouTube resources are accessible via links on the bank’s website.

The bank creates a monthly report on the cyber security attacks that have been identified and prevented. This report includes data on the type of cyber security attack, its seriousness, the date and time of each attack as well as the total number of attacks for that month.
	







There has been a recent cyber security attack on the bank.

Discuss the possible financial consequences of this attack on the business customers.
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
[8]
 







	
 
	
	 
	
	

	7.
	Read the text below to answer the question.
 
	 
	
	A bank operates through high street branches and online services. Most of its customers are small businesses who visit the branches and use the online services.

The bank must protect the security of customer data at all times. This involves securely destroying customer data that is no longer required.

The bank helps customers to keep their business data safe by sharing advice through its website and by providing leaflets in its branches. It also uses YouTube as a distribution channel for sharing cyber security advice with customers. These YouTube resources are accessible via links on the bank’s website.

The bank creates a monthly report on the cyber security attacks that have been identified and prevented. This report includes data on the type of cyber security attack, its seriousness, the date and time of each attack as well as the total number of attacks for that month.
	







The bank needs to securely destroy customer data that is no longer required.

Identify and describe one physical destruction method that could be used to securely destroy customer data.
 
 
 
[2]
 







	
 
	
	 
	
	

	8.
	 
	 
	
	A sports clothing brand, Westwood Sportswear (WS), has set up a project team to introduce new information technologies to its clothing range and shops by the end of the year.

The project team has presented the following ideas:
 
	•
	QR codes to be placed on all sewn-in clothing labels. The QR codes will give customers access to data about each item of clothing by reading the QR code on their smartphone. This will be data such as sizing information, colour range and materials used.

	•
	QR workstations to be set up in every shop. Staff will use these workstations to scan and read QR codes for customers without a smartphone.

	•
	WS mobile app to be developed to send electronic discount vouchers to customers when they visit a shop. Customers will need to enter personal details to access the mobile app.




It has been agreed that the project team will take these ideas forward and implement them.
	







Customers will need to enter personal details to access the mobile app.

Explain two ways current IT legislation prevents the moral and ethical misuse of this information.
 
	1
	 

	 

	 

	 

	2
	 

	 

	 

	 

	[4]


 







	
 
	
	 
	
	

	9(a).
	 
	 
	
	A sports clothing brand, Westwood Sportswear (WS), has set up a project team to introduce new information technologies to its clothing range and shops by the end of the year.

The project team has presented the following ideas:
 
	•
	QR codes to be placed on all sewn-in clothing labels. The QR codes will give customers access to data about each item of clothing by reading the QR code on their smartphone. This will be data such as sizing information, colour range and materials used.

	•
	QR workstations to be set up in every shop. Staff will use these workstations to scan and read QR codes for customers without a smartphone.

	•
	WS mobile app to be developed to send electronic discount vouchers to customers when they visit a shop. Customers will need to enter personal details to access the mobile app.




It has been agreed that the project team will take these ideas forward and implement them.
	







QR codes will be placed on all sewn-in clothing labels.

Staff will use the QR workstations to scan and read QR codes.

Identify and describe one piece of legislation that relates to the software installed on the QR workstations.
 
 
 
 
 
[3]
 






 
	
	 





	
	

	  (b).
	Identify and describe one piece of legislation that relates to the data stored on the QR workstations.
 
 
 
 
 
[3]
 









END OF QUESTION PAPER




Mark scheme
The examiner comments shown in the “Guidance” column of the mark scheme are taken from the relevant Examiners’ Report. N.B. Examiners’ comments are not available for all questions.

	Question
	Answer/Indicative content
	Marks
	Guidance

	1
	a
	
	This question focuses on progress harriers scenario

Physical prevention measures – MAX one.

e.g.
· biometric access device (1).
· cable (1).
· lock the doors (1).
· turn off computer when not in use (1).


Logical prevention measures – MAX two.

e.g.
· username and password (1)/password (1).
· access rights (1).
· encryption (1).
· secure backups (1).
· firewall (1).
· anti–virus (1).
	3
	Answers may deal with the issues raised in the scenario OR be general issues. 

Examiner’s Comments

Candidates had a good understanding of the difference between physical and logical measures.

	
	b
	
	Up to two marks for a valid description.

Examples of possible exemplification provided below:

access rights

e.g.
· unauthorised access will be prevented (1) as a username and password will be needed to access the data (1).
· the data can only be accessed by authorised people (1) who have the correct credentials (1).


encryption

e.g.
· people will only be able to read the data (1) if they have the encryption key (1).
· the data will be scrambled (1) and will not be able to be understand if stolen (1).


secure backups

e.g.
· data can be restored from a secure backup (1) if the original data has been lost (1).
· secure backups of data stored away from the original data (1) will reduce the risk of damage to both at the same time (1).
	2
	Any logical prevention measure given must be reviewed on its own merits in relation to the description. If valid award marks.

Encryption
DO NOT accept “data will be unreadable“ – data is scrambled, not made unreadable

Examiner’s Comments

This question specifically directed candidates towards logical prevention measures. Despite this, many candidates, who clearly understood the difference between logical and physical measures, described physical measures.

Exemplar 3: It is worth noting that this asked candidates to describe how the measure protects the data. In this example, the candidate has stated that anti-virus software looks for viruses and then removes them. This is a perfectly sound description of how anti-virus software works, for two marks.

Exemplar 3
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	Total
	5
	

	2
	a
	
	This question focuses on progress harriers scenario

One mark for valid answer.
· shoulder surfing (1).
· baiting (1).
	1
	

	
	b
	
	Up to three marks for valid explanation.

Identification of method (1).
Explanation of how the method solves the problem (2).

e.g.
· train all race officials on the types of social engineering (1), so that they are better able to identify social engineering threats (1) and know how to take counter measures (1).
· make members of Progress Harriers aware of the possible consequences to the club of a social engineering threat (1), they will be more motivated to be vigilant (1) reducing the chance of them divulging confidential information (1).
· encourage members to report any email that might pose a threat (1), enabling the club to take action (1) by informing all other members (1).
· physical screens/nobody else in the room (1) physically keeps others away from the data (1) so they cannot see it to steal it (1).
	3
	Accept answers relating to any form of social engineering.

DO NOT award “hire a white hat hacker” or equivalent.

Answer must be about stopping social engineering not managing the impacts of social engineering.

	
	
	
	Total
	4
	

	3
	a
	
	Customer data and information:
· must not be accessible by unauthorised people (1)
· must be accurate(1)
· must only be used for its intended purpose (1)
· Any other valid answer relating to current DPA legislation
	1
	

	
	b
	
	· Encryption (1) information and data will be converted into a code which prevent unauthorised access(1)
· Restricted access to database (1) only those with authorised access can sign-in to use or amend the database (1)
· Antivirus software (1) can be used to prevent/detect/remove malware that may attack customer information (1)
· Any other valid answer
	4
	Points marking approach.


Two from list, max 2 per description.

	
	
	
	Total
	5
	

	4
	
	
	· Black hat hacking (1).
	1
	CAO (although black hat and black would be accepted).

Examiner’s Comments

Most candidates gave the correct answer.

	
	
	
	Total
	1
	

	5
	
	
	Possible responses may include:
· Data manipulation (1).
· Data modification (1).
· Data changes (1).
	1
	

Examiner’s Comments

Very few candidates were able to answer this question correctly. Most attempted to give a further type of “hat” hacker.

	
	
	
	Total
	1
	

	6
	
	
	Indicative Content

Financial loss:
· The cyber-security attack could let hackers steal busi-ness customers’ data leading to fraud and loss of money from their bank account by unauthorised trans-fers.


Financial disruption:
· During the cyber-security attack the business custom-ers might not be able to access their bank account online, so they are unable to make transfers and pay bills.
· Business customers might be unable to pay in cash or withdraw cash from the high street branches during the cyber-security attack as the banks systems may not function properly.


Safety of finance:
· The cyber-security attack could mean that the business customers had to stop trading as it will not be able to accept or make payments to or from its bank account until the attack had been stopped and the bank sys-tems made secure, so the business customers’ fi-nances are made safe.
	8
	Only consider financial impacts on the customer

Do not accept arguments to do with:
· customers needing to use a different bank
· payments being made from customer to hacker (such as ransomware demands)


Band 3: [6-8 marks]
Learner explains the possible financial consequences of an attack on the business customers. At least two conse-quences are considered with clear and well-structured exem-plification directly relevant to the context. Any relevant expla-nation is sufficient for bottom of mark band. Specialist terms will be used correctly and appropriately.

Band 2: [3-5 marks]
Learner describes the possible financial consequences of an attack on the business customers. Consequences may be provided but opportunities within the exemplification of these consequences linked to the given context will be missed. Any relevant description is sufficient for bottom of mark band. Specialist terms will be used appropriately and for the most part correctly.

Band 1: [1-2 marks]
Learner has identified points relevant to a cyber security OR financial consequences. This may take the form of a bulleted list.
There will be little, if any, use of specialist terms.

0 marks
Nothing worthy of credit.

Examiner’s Comments

Many candidates missed the point of this question and focused on the impact on the bank itself, rather than business customers of the bank.

Others also missed that the focus was on financial impacts and focused on data impacts instead.

Candidates who stated that the bank would have to pay compensation to the customers were not given credit, as this was not a financial impact on business customers.

Given these exclusions, there were some very good responses. Candidates focused on a range of issues, including the theft of data or the inaccessibility of the bank during the cyber security attack. Candidates were then able to develop these points into good explanations of the impact of these on customers.

Exemplar 2
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This is a very good example of a candidate who has responded to the question well.

The start of the middle section is vague, as it talks about business customers’ private information, but overall it is clear that the response is about business customers and their information.

The expansion of the response is a clearly argued, discussing the impact of the loss of access to the bank and how this would affect the business itself. The response is generally well explained and precise.

	
	
	
	Total
	8
	

	7
	
	
	Two marks for an identification and description

e.g.
· Hit with a hammer (1st) to break/smash (1)
· Incineration (1st) which burns the medium/compo-nents (1).
· Put in a fire/burn/incinerate (1st) which destroys the medium/components (1)
· Shredding (1st) cuts paper into small pieces (1) / can be used to break the hard drive into pieces (1).
	2
	Mark first answer given Take description from whole an-swer

Do not accept:
· “Breaking into small parts” as a method (as this is an outcome)
· Do not mark any consequence of the method i.e. data unavailable etc.


Further information

“MagneticeWipe” is not considered to be a method of physical destruction.

1st mark for identifying the physical destruction method. Second mark for valid description of process or for identifica-tion of tool/device used.

Where no physical destruction identified, no second mark to be awarded.

Be aware of candidates simply restating the question as part of their explanation, and do not award unless sub-stantial extra detail has been provided.

Examiner’s Comments

The syllabus for this qualification includes a range of different types of destruction methods, including physical methods. Answers to this question had to be restricted to the listed physical destruction methods.

Magnetic wipe is not listed as a physical destruction method, and so was not accepted.

Many candidates gave an acceptable destruction method but were then able to describe the process. Instead candidates chose to explain the impact. This was not required and so description marks were not given.

Where candidates gave a description, such as hitting with a hammer (1st mark), a simple statement that this broke the device into small parts was sufficient for a second mark to be given.

	
	
	
	Total
	2
	

	8
	
	
	Possible ways may include:
· The General Data Protection Regulation (GDPR) will mean that WS are unable to access this information by default (1) without the customer’s consent (1).
· The GDPR means that WS must tell customers how to withdraw consent to sharing data (1) so customer controls their data (1).
· WS can only store information if agreed by the customer (1) because of the GDPR (1).
· Prevents people from hacking/stealing data (1) by making the process illegal (1)
· Any other valid suggestion.
	4
	Up to two marks for each of two valid explanations.

Accept Data Protection Act (DPA) for General Data Protection Regulation (GDPR).

DO NOT accept GDPR implications that are not to do with moral or ethical issues. For example, data retention is not relevant.

DO NOT accept Freedom of Information Act as only applies to public authority

Examiner’s Comments

Candidates were not required to identify any legislation for this question (although many did) but did need to focus on ways that moral and ethical misuse of information could be avoided.

Because of this context, retention of data, for example, was not accepted.

Exemplar 4
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This answer exemplifies both the level of this question and the issue with candidates’ answers.

Simply stating that data must be protected is an acceptable answer. However, the candidate has then stated that Health and Safety Law applies, which it does not.

	
	
	
	Total
	4
	

	9
	a
	
	Up to three possible marks:
· Copyright, Designs and Patents Act (1st) permission must be obtained for the software to be used (1) this could be purchasing license software l (1) which matches the number of QR workstations it is to be installed on (1).
· GDPR / DPA (1st) as the software needs to be fully secure for data (1) as it holds personal data (1)
	3
	1st mark for valid piece of legislation. Up to a further two marks for a valid description. (For GDPR/DPA, accept any aspects)

No mark awarded if no identification of legislation

Read whole answer to best advantage of candidate

	
	b
	
	Possible responses may include:

Computer Misuse Act (1st) all data must be kept secure (1) and if data is accessed unlawfully then the attacker can be prosecuted (1).

GDPR / DPA (1st) as personal may be stored by the programme (1) and so needs to be protected (1)
	3
	1st mark for valid piece of legislation. Up to a further two marks for a valid description. (For GDPR/DPA, accept any aspects)

No mark awarded if no identification of legislation

Read whole answer to best advantage of candidate

Examiner’s Comments

For these answers, candidates had to firstly identify the legislation. Answers that did not identify a relevant piece of legislation were not credited marks.

For part (a), many candidates were able to identify and describe copyright legislation, whilst for part (b), data protection legislation was identified.

Some candidates wrongly identified the Freedom of Information Act. This does not apply in this context as the organisation involved is not State run.

	
	
	
	Total
	6
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